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California’s Consumer Privacy Act

Nor th  Amer i ca  –  Un i t ed  S ta tes
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In response to the increase in reported 
consumer data breaches and escalating 
privacy concerns, California Governor Jerry 
Brown signed the California Consumer 

Privacy Act (CCPA) on June 28, 2018, 
codified in Civil Code Sections 1798.100 
through 1798.198. The CCPA greatly 
expands the rights of consumers with respect 
to how their personal data is collected, 
shared and treated. The CCPA will take 
effect on January 1, 2020. 
 The CCPA is part of a global trend 
toward stronger privacy protections and 
greater data transparency, as reflected in 
legislation such as the European Union’s 
General Data Protection Regulation and the 
Canadian Anti-Spam Law. 

Definitions
The CCPA imposes obligations on 
companies doing business in California 
to protect the personal information of 
California consumers. A consumer is 
broadly defined as a “natural person who is 
a California resident,” including parents, 
children and employees (Cal. Civ. Code 
Section 1798.140(g)). 
 Personal information is expansively 
defined as “information that identifies, 
relates to, describes, is capable of being 
associated with, or could reasonably 
be linked, directly or indirectly, with a 
particular consumer or household” (Cal. 
Civ. Code Section 1798.140(o)(1)). This 
statutory definition includes an exhaustive 
list of identifiers, such as name, address, 
social security number, driver’s license 
number and passport number; educational, 
professional and employment-related 
information; commercial information, 
including purchasing transactions, histories 
or tendencies; biometric information; 
electronic identifiers, such as pin number 
and IP address; internet activity information, 
such as the consumer’s browsing history and 
interactions with a website or advertisement; 
and inferences about the consumer that are 

drawn from any of the above information 
which reflect the consumer’s preferences, 
characteristics and behaviors. 
 Even if no individual names or other 
personal identifiers are attached to the 
information, so long as the information 
could be linked to a particular household, 
it is covered within the statutory definition. 
Exceptions to the definition of personal 
information include “publicly available 
information” (Cal. Civ. Code Section 
1798.140(o)(2)) and “commercial 
conduct [that] takes place wholly outside 
of California” (Cal. Civ. Code Section 
1798.145(a)(6)).

Which Businesses Are Covered 
Under the CCPA?
The CCPA applies to the following 
businesses:

• For-profit businesses with annual gross 
revenues of at least $25 million (Cal. 
Civ. Code Section 1798.140(c)(1)(A)). It 
is unclear whether this number includes 
only California revenue or if it also 
includes sales outside of the state; 

• Data brokers and other businesses 
that buy, receive, sell or share the 
personal information of 50,000 or more 
consumers, households or devices 
annually (i.e., 137 records per day) 
(Cal. Civ. Code Section 1798.140(c)
(1)(B)). This category would cover a 
majority of businesses who have a 
website that captures the IP addresses 
of its visitors; and

• Businesses that derive at least 50 
percent of their annual revenue from 
selling consumers’ personal information 
(Cal. Civ. Code Section 1798.140(c)(1)
(C)). Cal. Civ. Code Section 1798.140(t) 
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contains certain exceptions, such as 
consumer-directed disclosures to third 
parties that do not sell the personal 
information, limited sharing with service 
providers and business transfers in 
bankruptcy, mergers and acquisitions 
and similar transactions.

 Even companies that operate without 
a physical presence in California may be 
hard-pressed to avoid the ambit of the 
CCPA, because the term “doing business” 
is understood so broadly in the legislative 
landscape. For example, an out-of-state 
company is “doing business in California 
if it actively engages in any transaction for 
the purpose of financial or pecuniary gain or 
profit in California” (Revenue and Taxation 
Code Section 23101(a)), or if the company 
enters into “repeated and successive 
transactions” in California (California 
Corporations Code Sections 191(a), 
15901.02(ai)(1) and 17708.03(a)).

Consumer Rights Under the CCPA
The CCPA provides California consumers 
with the right to request that a business 
disclose: (1) the categories of personal 
information that it has collected concerning 
that consumer; (2) the categories of sources 
from which the personal information is 
collected; (3) the business or commercial 
purpose for collecting or selling personal 
information; (4) the categories of third 
parties with whom the business shares 
personal information; and (5) the specific 
pieces of personal information that it has 
collected about that consumer (Cal. Civ. 
Code Section 1798.110(a)). 
 Consumers may request deletion of 
their personal information that a business 
has collected, although there are limited 
exceptions to this requirement (Cal. Civ. 
Code Section 1798.105). 
 Additionally, consumers have the right 
to direct a business that “sells” personal 
information to third parties not to sell such 
information – called the Opt Out Right (Cal. 
Civ. Code Section 1798.120). Significantly, a 
business does not have to generate revenue 
from the release of a consumer’s personal 
information, since “sell” is defined broadly 
as “releasing, disclosing, disseminating, 
making available, transferring, or otherwise 

communicating … a consumer’s personal 
information” (Cal. Civ. Code Section 
1798.140(t)(1)).

Website Requirements
A business that shares information with 
third parties – even if the information is 
not sold for profit – is required not only to 
provide notice to consumers of their rights, 
but the business must also post a clear and 
conspicuous link on its website titled “Do 
Not Sell My Personal Information” in order 
to allow consumers to exercise their Opt-Out 
Rights (Cal. Civ. Code Section 1798.135(a)
(1)). In the alternative, the company 
may maintain a separate and additional 
homepage that is dedicated to California 
consumers, if it includes the required 
links and text, and if the business takes 
reasonable steps to ensure that California 
consumers are directed to the homepage for 
California consumers and not the homepage 
made available to the public generally (Cal. 
Civ. Code Section 1798.135(b)).
 Consumers may authorize third 
parties, including companies, activists and 
associations, to exercise Opt-Out Rights 
on their behalf (Cal. Civ. Code Section 
1798.135(c)).

Potential Penalties
Consumers may bring suit to recover 
damages of between $100 and $750 per 
consumer or per incident or actual damage – 
whichever is greater (Cal. Civ. Code Section 
1798.150). This is true even if the violation 
results from a data breach or cyberattack 
at no fault of the business and where 
the consumer suffers no actual damage. 
Additionally, the CCPA gives the California 
Attorney General the power to levy sanctions 
of up to $7,500 per violation. 

Compliance Requirements for 
California Businesses
A business that collects a consumer’s 
personal information is required to, at 
or before the point of collection, inform 
consumers as to the categories of personal 
information to be collected and the purposes 
for which the categories of personal 
information shall be used, and may not 
collect additional categories of personal 

information or use personal information 
collected for additional purposes without 
providing this notice (Cal. Civ. Code Section 
1798.100(b)).
 Affected businesses are required to 
make available at least two designated 
methods for consumers to submit requests 
for information. These methods must include 
a toll-free telephone number and, if the 
business has a website, a website address 
(Cal. Civ. Code Section 1798.130(a)(1)).
 Upon receipt of a request by a 
consumer, the business will need to verify 
the identity of the individual making the 
request. Within 45 days of receipt of the 
request, the business must provide to the 
requesting consumer two separate lists: 
a list of personal information sold and a 
list of personal information disclosed. The 
lists must be organized by the categories 
of personal information set forth in the 
statutory definition and must include the 
categories of third parties to whom the 
personal information was sold/disclosed in 
the preceding 12 months. The lists must 
be provided free of charge and in a readily 
useable format that allows the consumers 
to transmit the information to third parties. 
The business need only include personal 
information sold or disclosed within the 
12-month period preceding the request, 
and it is not required to provide personal 
information to a consumer more than twice 
in a 12-month period (Cal. Civ. Code 
Section 1798.130 et seq.). The time period 
for a business to respond to a verified 
consumer request may be extended by up 
to 90 additional days where necessary, 
taking into account the complexity and 
number of the requests (Cal. Civ. Code 
Section 1798.145(g)(1)).
 In summary, a business that is subject to 
the CCPA should be prepared to: (1) monitor 
any and all records that it generates of 
personal information pertaining to California 
residents, households and devices, (2) 
update its privacy policies and incorporate 
the required disclosures, (3) secure prior 
consent for data sharing from parents and 
minors, and (4) establish procedures for 
complying with consumers’ requests for data 
access and deletion and for complying with 
consumers’ Opt Out Rights.




